Nowadays, the security of confidential data is the vital issue in the digital world. Information security becomes even more essential in storing and transmitting data while online. For protecting digital data and achieving security and confidentiality over an insecure internet, the iterative Bat-Genetic Encryption Technique (B-GET) is proposed. The main stages of B-GET are preprocessing, encryption process, bat algorithm steps, and genetic processes. B-GET also comprises an arithmetic and logical operators that increase encryption quality. Empirical results show that the reconstructed data is a copy of the original. It also demonstrates that B-GET technique has a large space key and several defensive stages that resist many attacks and it has strong security based on multiple steps, multiple variables, and the main stages of the B-GET technique. Encrypted data is nearly random and does not contain any indication to secret data.
I. INTRODUCTION
There are numerous security difficulties during processing and transmission of digital contents over unconfident networks. Consequently, the crucial need for robust and efficient security techniques is vital demand. The main purposes of information security are permitting information to authorized one, covert information from all others, handling risk management during warehousing and transmission and enhancing authenticity processes [1, 2] .
Nowadays, there are many security methodologies for protecting digital contents from attackers. One of them is cryptography. It is the science for encrypting and decrypting digital data so that data cannot be revealed by anyone except the authorized one. Symmetric-key and public-key algorithms are the categories of encryption algorithms. The same key is used for the encryption and decryption processes in the symmetric algorithms, but, in public key algorithms, there are different keys for encryption and decryption processes [3] .
The second methodology is steganography that is used to hide the secret data into another data to be apparently invisible [4] . The third methodology is digital watermarking which is the process of inserting digital content into another digital content to protect from illegal operation and copying. Block and stream cipher are encryption methodology. A block cipher divides secret data to blocks and treats each block individually then, the encrypted output is produced. For better security, block size/length and the key must be large [5] .
The well-known methodology among of the information security is the cryptography for protecting secret information. Cryptography is comprised of replacement and scrambling of data for confirming secrecy of information.
Kerckhoffs' Principle states, "the strength of a cryptosystem depends only on the key and, in particular; the security does not depend on keeping the encryption algorithm secret" [6] . Dependent on this principle, the vital features for determining the power of encryption technique are key length and operation's functions. A strong encryption technique must confirm confusion and diffusion requirements and strong against cryptographic attacks. The well-known encryption techniques i.e., DES, AES, IDEA, RSA, etc. are used for protecting data in many applications and achieved good results [1, 7] .
The most previous encryption techniques in real-time applications have many challenges and suffer from computation cost. Therefore, many researchers propose techniques to resolve efficiently the security difficulties. Nevertheless, their proposed techniques have some performance and security issues, and exposed for some types of attacks. This paper proposes a Bat-Genetic Encryption Technique (B-GET) that is a symmetric technique to encode a secret data. B-GET depends on standard Bat Algorithm, some of the arithmetic and logical operators and genetic algorithm processes. B-GET composes of pre-processing, symmetric key encryption and genetic processes encryption stage. In this technique, the secret data converted into binary. In addition, define and generate initial values for control parameters of Bat and genetic algorithms. In each round, encrypt the secret data with the key, determine the frequency, velocity, and location of each bat using bat algorithm. The velocity value defines the zone that will encrypt using arithmetic and logical operators. In addition, the genetic processes (crossover and mutation) are applied to scramble the data. The secret data may be any digital data (image pixels, audio, video, text, word document, etc.). The proposed technique is tested using the color and gray images. Images are the most usage on the internet among the other digital data and they have special features. Experimental results demonstrate that recreated data is a typical copy of secret data. They also show that the proposed technique is an efficient encryption technique.
The remaining of this paper is organized as follows: section II briefly introduces the related work, the original bat algorithm is explained in section III, the brief overview of genetic algorithm is presented in section IV, the proposed technique is explained in detail in section V; the experimental results are shown, discussed and evaluated in section VI. The obtained security results are satisfied. Lastly, concluding comments are mentioned.
II. RELATED WORK
Several researchers have concentrated their researches on determining security demands and challenges of cryptography dependent on the application. Some of the related works are introduced in this section.
The authors propose hybrid encryption Procedure based on AES and Tiny Encryption Process. The data is encoded using tiny-AES-128 encryption process and authentication to alterations into cipher data. This hybrid procedure is used to improve encryption, performance, minimize recourses usage [8] .
In paper [9] , Tigris cipher is designed based on pure algebraic, cryptography basis and secret-key block cipher that is applicable for a limited resource environment and securing fast encryption. Many researchers proposed cryptography systems for increasing the security level and quality of the encrypted data using a fuzzy logic system [10, 11, 12, 13] . The authors proposed cryptography systems based on DNA by generating a DNA encoding table for encoding or mixed DNA and Genetic algorithm to achieve confidentiality for secret data [14, 15, 16] . New intrusion detection model is introduced based on mixed between Naï ve Bayes classifier and Bat Algorithm. Feature selection is carried out using the bat algorithm in Distributed Environment and using Naï ve Bayes classifier for training and testing [17] .
Many cryptosystems implement to permute the pixel positions and alters pixel values in plain-image using the chaotic map for enhancing the strength of encryption and achieving high security [18, 19, 20, 21] . A many of researches have been done to achieve information security and confidentiality.
III. BAT ALGORITHM
Bats are animals that have the capability of echolocation. Bats emit series of sounds with a short and high frequency to the environment and listen to the echoes of those sounds. They use these echoes to discover and detect the victim's shape, distance and direction, and escape close obstacles objects. During the bats fly to search to their prey, the rate of pulse emission and frequency are adapted. The wavelengths and loudness of a pulse are proportional to their prey sizes and distance.
A group of bats flies randomly to search the prey and each bat assigns interactive parameters such as location, velocity, frequencies, pulse rate, and loudness. Each bat modifies its parameters based on nearness to its target, its capability to adjust them and global best location of its group. Each parameter has a value in between it minimum and maximum range. For example, a frequency is in the range [minimum and maximum frequency].
Xin-She Yang developed the Bat Algorithm (BA) in 2010 [22] . The echolocation of the bats is the basic idea for this algorithm. The bats emit sound then, listen to their echoes for discovering the food and avoiding obstacles.
Yang [22] assumed three rules to formulate and implement the bat algorithm that are:
1. All bats have the ability to know the distance between it and the food/prey or background barriers and distinguish them by using echolocation.
Each bat in-group flies randomly with velocity (v i )
at position (x i ) with frequency (f i ) to search for its food. It can modify wavelength (λ) and loudness (A i ) and regulate the rate of pulse emission (R) based on the nearness of its target. 3. The loudness varies from a maximum positive value to a minimum value.
For simplicity, there are minimum and maximum range [f min , f max ] for frequency and BA is used no ray tracing in estimating the time delay and three-dimensional topography. The pseudocode of the original BA is as in Fig.1 .
Pseudocode of the Original Bat Algorithm (BA):
Objective function f(x), x = (x1, ..., xd) T Initialize the bat population xi (i = 1, 2, ... , n) and vi Define pulse frequency fi at xi Initialize pulse rates ri and the loudness Ai While (iteration < Max number of iterations) Do Generate new solutions by adjusting frequency, and updating velocities and locations/solutions as the equations (1) In the original BA, the behavior of bat is captured into the fitness function of the problem to be solved. It consists of the following components: Initialization, Local search, Generation of a new solution by flying randomly and find the current best solution.
The initial population of bats is randomly generated. The following equations determine the moving of the virtual bats to create a new solution.
Where β is randomly generated value and it is in the range [0; 1], x* is best location of all bats and t is time.
After the best solution is defined among the solutions then, for the local search, bat randomly modifies the current location according to the equation:
Where  is a random number and Ᾱ(t) is average loudness of all bats at this time.
The local search is depended on pulse rate emission (r i ) and loudness (A i ). These two parameters are tuned based on natural characteristics of the bat until bat finds its prey. The following equations give mathematically model of these characteristics.
Where  and  are constants. A i and R i is loudness and pulse rate of Bat -iat the time (t).
IV. PRINCIPLE OF GENETIC ALGORITHMS
Genetic algorithms (GAs) are population-based metaheuristic optimization algorithms. GA generates new solutions according to the Individuals' fitness. GA composes of a population of chromosomes, selection, crossover, and mutation to produce a new generation (offsprings) [23] .
The population of chromosomes is randomly initiated with a set of the problem's solutions. Based on the fitness of the current population, select the fittest solutions, which are used to generate a new one (off-springs). The selection and generation processes are repeated until one of the termination conditions are satisfied. Fig.2 . shows the steps of the basic genetic algorithm. 
V. BAT GENETIC ENCRYPTION TECHNIQUE
In general, all security techniques protect information and data from any illegitimate activities. Due to increasing of computing power, the significant parameters, those making security algorithms strong and unbreakable, are time and computational complexity. To achieve the requirements of the security system, the symmetric cryptography and iterative process technique are proposed. The proposed technique is contingent on the standard bat algorithm, some of the arithmetic and logical operators, keys and genetic algorithm processes. This technique encrypts any digital data type. The main steps of the proposed technique are pre-processing, symmetric key encryption, bat algorithm, and the genetic operation encryption stage. They are explained as follows.
A. Pre-processing Stage
The main objective of this stage is transformed the secret data into n-Dimension (nD) array of bytes. Where n is an integer value. After reading the secret data in 8bits Binary format, reshape it to suitable array dependent to its size.
The pre-processing stage of B-GET depends on the type of secret data file and its format. Grayscale/color image is ready to manipulate by B-GET because its shape is two/three-dimensional (2/3D) array structure. In the video file case, separating its components and getting the properties of the video file. In text file case, conversion to ASCII values and reshapes it to vector or 2D array in this stage. In other data-type file cases, read it as the 8-bit unsigned integer (uint8) then reshapes secret data to a 2D array.
B. Encryption Stage
The original input data is treated as a simple nD array composed of bits "0" and "1". After reading the secret data, encrypt it using symmetric secret key(s) and/or a suitable number of bats change the values of entire secret data one time or more. After the data are split contiguous/ overlapping regions, then, the bat alters the values of these regions.
C Bat Algorithm
The bat algorithm (BA) was first presented in [22] . BA has also been successfully applied and used in many fields especially as optimization problem [24, 25, 26] , clustering problem [27, 28] and many other problems [29, 30, 31, 32] .
Due to bat's echolocation features, frequency-tuning system, automatic zooming, a variation of loudness and dissimilarity pulse emission rates, exploration and exploitation of searches, and many other features. BA combines a good mixture of main advantages of metaheuristic algorithms and it is theoretically more powerful than other meta-heuristic algorithms [22] . According to best of my knowledge, this algorithm was not been previously taught or tested in the cryptography field. These mentioned characteristics of BA have paid my attention to select this algorithm for cryptography task.
Where f min (Bat) and f max (Bat) are predefined minima and maximum bat's frequency values respectively The velocity of each bat (v(Bat,t)) is represented as a positive integer number and the velocity is up, down, left or right direction based on f(Bat). Velocity determines region which; the bat should be changed (encrypted) using the arithmetic and logical operators at a certain time as illustrated in Fig.3 . The region shape is square in B-GET implementation.
Fig.3. Bat Motion
Each bat in-group will interacted with others for determining the global best location (x * ). The x(Bat, t -1) value is a positive integer that represents the current bat's location. Each bat updates its velocity according to the equation (8) .
The smallest value of velocity is one and upper boundary value (upper) must be predefined.
In the proposed technique, each bat's location (x(Bat, t)) is formulated as two positive integers that have two boundaries, where the upper boundary is the size of secret data. Each bat's location is updated according to equation (9) .
In fact, the choices of minimum and maximum values are based on the size of secret data and may affect the speed in cryptography processes.
b. Loudness Representation
The loudness of any bat (A(Bat)) is represented as a positive integer, which will be changed as in equation (10) .
Through iterations, the loudness value will decrease/increase. Equation (10) determines the amount of decrease/increase based on predefined value (α). The loudness slightly modifies the new bat's location according to equation (11) .
Where A av (t) is the average loudness of all the bats at a certain time, while  is a predefined value. The sound loudness (A(Bat, t) has the maximum loudness and minimum loudness. Sound loudness value has a good role in getting cipher data.
c. Pulse Rate Representation
The pulse rate of bat (R(Bat, t)) value plays a good role in the rate of diffusion/confusion. The amount of increase/decrease in pulse rate value will be determined at instant t accordingly the γ value as defined in the equation (12) .
Where R 0 is predefined constant value for each bat and t is iteration number. Variation of A(Bat, t) and R(Bat, t) values have considerable effects in the obtained data.
D. Genetic encryption stage
The encryption system generally consists of two stages. The first one is confusion that replaces values of data and the other is diffusion that modifies values of data. The main role of genetic encryption stage is data confusion. As known, the GA includes the following processes: selection, crossover (single point, Two-point, uniform …) and mutation [33] .
The proposed system defines a number of operations based on the arithmetic operators, logical operators, and genetic algorithm processes. These operations are used for relocating and modification values of secret data. The types of operations and locations' indices define using loudness pulse rate function and iteration number.
Samples of functions, which may use in B-GAT are clarified in the following:
 Swap 2 Rows/Columns (S2RC(RC n , RC n+1 )):
row/column is exchanged with another.  Row/Column Crossover (crossRC(RC index , T cross )):
Determine two rows/columns consecutively (index and index+1) and crossover type (Single/Twopoint-Uniform-Arithmetic-Ring-Shuffle …), then perform crossover process. 
The other level is operated as equation:
subtraction (subRC((RC)): subtract cells with one/two level (index, index+1, index+2) in the same row. The first level that subtract row (index) from row(index +1) and is operated as equation:
The second level is done as the equation:
It is also used other operation that increases the efficiency of encryption process i.e. row/column subtraction from or addition to keys, iteration number values. All operation and processes are instantaneously performed for achieving efficient and robust security technique. Fig.4 shows the main stages of B-GET. Example:
To clarify how B-GET works and follows its steps to build its output. The simple example would be explained the main stage of B-GET.
Encryption process stage:
In this example, the size of the original input data is 8x8 bytes as shown in the Fig.7 -a. There is one key or more for encrypting the data in this stage. First, the value of the symmetric key is (211). Fig.7-b shows the output of XOR operation between key and data.
The second step in this stage is Bat encryption. This step divides the data to a number of regions and defines numbers of bats and their velocities to modify data values using one or more operations of previously defined arithmetic or logical operations. In this example, only one bat is used to encrypt all quarters of data as illustrated in Figs.7-c&7-f and its velocity value is assigned to four using one-level addition cell operation. The cell (1, 1) keeps its value in Figs.7-b&7-c, while the value of cell (2, 1) in Fig.7 -c equals the result of adding cell (2, 1) and cell (1, 1) from the Fig.7-b Second Stage is bats encryption with updating their parameters. Afterward, all various parameters and variables are initialized; new values of them are computed according to bat algorithm. It is also determined the sequence of operations. In this example, a number of iterations are assigned to one and there is one bat with first level addition operation. The bat starts at (1, 1) position and its computed velocity is five. Bat's velocity equals five and it uses first-level addition operation to alter values in the square region from the cell(1,1) to the cell (6, 6) . Fig.7 -i displays the output after bat encryption step.
Update location (Bat) value based global best location and bat's parameters for random walks step sizes. The value of the parameter changes and the bat moves to a new position from (1, 1) to (7, 1) , these new values are prepared to the next iteration.
The second part of this stage is genetic algorithm processes. The first process is a crossover. There are two types: swap columns/rows or swap regions. The swap indices are a function of iteration, pulse rate, loudness values, and data size. An example of equations defines the regions' indices:
Upper indices of region 1 (US 1 ): 
Where a, b, c, and d are predefined variables. If outputs of these equations did not satisfy the width and height boundaries, then, split the data to 2/4 equal regions. If any dimension is odd, decrease it by one then, Row/2, Column/2, Row, and Column define boundaries.
In Fig.7 -j, row index is the iteration (t=1), then, swap rows 1 and row 2 .
The gotten indices are not suitable because they are larger than the width and height boundaries, then, fragment the data to four equal regions. Swap region1 and region3 as shown in Fig.7-k. The last step is cell mutation; the upper left cell is selected and replaces it with its value plus iteration (t) as shown in Fig.7 -l.
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Parameter t Bat Row Column Velocity Loudness 
After that, execute the reconstruction process in reverse order of stages of the encryption process. The mutation, crossover and two levels of bat encryption and key encryption are performed as shown in Fig.8 . At this point, the secret is discovered.
VI. IMPLEMENTATION AND EVALUATION RESULTS
For simplicity and testing purpose, the main program stages ware designed to handle two-dimensional secret data. Therefore, in the pre-processing of B-GET, all secret data are reshaped to a two-dimensional (2D) byte array format. Gray image is ready to manipulate by B-GET because its shape is a 2D array but, color image, red, green and blue components are individually processed. In the video file case, separating its components/frame and processing independently. The text file is reformed to the 2D array in the pre-processing stage. Read other datatype files as unsigned byte integer and transform secret data to the 2D array. If the size of data is not suitable to convert into a 2D array, expand it by padding with zero values.
The B-GET is implemented by multi-functions (m-file) using MATLAB 2015. The B-GET is executed on Windows 7, 64-bit Operating system in AMD Athlon (tm) II X2 220 Processor, 2.80GHz and 4 GB RAM. Because of the growing use of images in commercial and community communication process, most of the secret data are images. A number of experiments are performed using images with different types and sizes for testing and evaluation of the proposed technique's efficiency. The typical copy of the original one is produced from decrypted data. The B-GET security evaluates based on key space, visual testing, histogram analysis, differential analysis, information entropy, correlation coefficient analysis and computational time.
A. Key Space Analysis
All initial parameters, keys, variables numbers, and their ranges combine the key space of B-GET. Most of them are floating-point numbers so; the proposed technique has excessively sufficient key space size. This key space size makes impractically brute force attack. A small change in initial parameter values will affect in the encryption direction and velocity. The pulse rate and loudness values also have large-scale initial values that increase key space size. In addition to arithmetic and logical operators, the crossover process and all combinations of them make good resistance against brute force attacks.
B. Visual Testing
A cryptosystem is secured if and only if it is necessary to know the complete information of the decryption algorithm to reveal hidden data. The B-GET is tested by using visual review. Grayscale images with size (256x256) and (1024x1024) pixels, and color images with size (256x256) and (512x512) pixels, as the sample of secret data, are shown in Fig.9 . Fig.9 . shows that there are absolute changes in the encrypted image with respect to its corresponding original image. The gotten results prove that the encrypted image doesn't keep any visual indication of its corresponding original image or any relation to it. Therefore, inspection with the naked eye does not detect or predict any information to discover secret data.
C. Histogram Analysis
The histogram displays the amount of pixels intensity values in the image in a graphical representation. For preventing an attack, the obtained cipher image shouldn't provide any information about the secret image. A sample of different size gray and RGB images, their corresponding encrypted images and their histograms are shown in Fig.10 . The obtained histogram of cipher image by using the B-GET is significantly changed from the original one and the histograms of the encrypted images seem uniform. B-GET does not indict any evidence to secret data.
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D. Correlation Coefficient Analysis
The correlation coefficient (CR) determines the relationship between the two data samples. If the value of the correlation coefficient is nearly equal zero, there is a weakly relationship between two data samples. Otherwise, the correlation coefficient is close to one if there is a strong relationship between the two data samples. The correlation coefficient is defined by the following formula [34] : 
E. Information Entropy Analysis
The information entropy is a numerical measure of randomness of given data. It can be used to describe the texture of the input grayscale image The Information entropy (Entropy) is defined by the following equation:
Where; P i is the histogram counts. If the entropy value is nearly equal eight, there is more randomness in data, [35] .
A sample of the secret images, their correspondent encrypted images and their entropy values are presented in Fig.11 . All entropy values of the encrypted image are very close to eight. These entropy values prove that encrypted images are truly random and entropy attack is very difficult. 
F. Structural Similarity Index Analysis
Structural Similarity Index (SSIM) quantifies image features degradation that produced by processing. It is a metric which; measures the Structural difference between the original image and its processed one. SSIM is an image quality metric which; evaluates the visual impression of luminance, contrast, and structure of an image. The SSIM is used for perceptual quality evaluation. The value of SSIM equals one if two images are matching. The greater the difference between them, the smaller the value, MATLAB function (ssim) uses for computing SSIM value. The average of SIMM value between original and encrypted image approximately equals 0.0097 and its value between two encrypted images when changing only one pixel of the original image approximately equals about 0.0024.
As inference, it appears that the values of the SSIM are too small, indicating the original and encrypted images are completely different and there is no correlation between them.
G. Differential Attack
In general, a common characteristic of an image encryption scheme is to be sensitive to minor modifications in the plain images. The differential analysis allows that an adversary is able to create small changes in the plain image and revise the encrypted image. The alternation level can be computed by means of two formulae, namely, the number of pixels change rate (NPCR) and the unified average changing intensity (UACI) [36] .
H. NPCR and UACI Analysis
A good encryption technique generally characterizes by its sensitivity for slight modifications in the secret data. The ability of resistance against differential attacks is confirmed by two parameters. The first is NPCR that measures the change rate of pixels in the encrypted image when changing only one pixel of the original image and defined as follows: Where A, B are two encrypted images for the same original image with the only one-pixel difference in it, m and n are width and height of encrypted images, and max_pixel_value indicates the largest value in them [37, 38] . These parameters are used for testing the effect of changing of a single pixel in the original image on the encrypted image. They also used to test and verify its' resistance to the differential attacks [39] . In this test, we randomly change the value of only one pixel from original image ‗‗I 1 ''. The obtained image is denoted by ‗‗I 2 '', then encrypt both images (I 1 and I 2 ) using the proposed technique. A sample of two encrypted images (A and B) corresponding to ‗‗I 1 '' and ‗‗I 2 '', respectively, their NPCR, their UACI, and their correlation are listed in Figs.12(a&b) . The average of NPCR and UACI are 99.03 and 12.66 respectively.
I. Processing Time
The average of computation time needed to encrypt/decrypt secret data with different size and type are listed in Table 1 with a different number of iteration and number of Bats. The average of computation time required to encrypt message's text file is almost zero. Conversely, encryption of audio and video file takes longer time due to the relatively great size of data amount that must be needed each second to reproduce a digital audio or video signal. All encrypted data are similar to random data based on various metric measurements.
According to empirical outcomes, the maximum processing time for encrypting (512x512) true color image is around ½ second, but, it is less than 0.2 second in gray.
VII. CONCLUSIONS
This paper proposed the B-GET to increase encryption efficiency based on the parameters of bat algorithm and genetic processes. B-GET is also included mixing of the arithmetic and logical operations, encryption keys and randomly bats movement for quality of the encryption. The results show the resistance of the B-GET technique against different attacks based on the operations order of B-GET and several parameters. Reconstructed data is matching copy of the original. According to the various metric measurements the encrypted data is considerable random and has given no indication of secret data so the cryptanalysis' opportunities for breaking the cipher are negligible. Furthermore, the proposed technique is convenient for many applications where it achieves confidentiality, and data protection against revealing in acceptable time.
In future work, we will be parallelizing and optimizing
